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1 INTRODUCTION 

1.1 Objectives 

This procedure governs the use and operation of Canal Abierto, in accordance with applicable law and 
regulations, the provisions of the General Code of Conduct of Santander Group and the Canal Abierto 
Policy. 

1.2 Definition and scope 

Canal Abierto is the preferred channel that Banco Santander, S.A. makes available to employees, 
managers, members of the management bodies and third parties (vendors, customers, shareholders, 
etc.) for reporting any suspected breach or non-compliance as described in section 1.2 of the Canal 
Abierto Policy, which also defines the key terms to be taken into account when interpreting this 
procedure.  

This procedure governs Canal Abierto at Banco Santander, S.A. (corporate centre and organisational 
unit of Santander Spain) and at the entities listed in Appendix I (hereinafter, “Entities” for the purposes 
of this procedure). 

1.3 Scope of application and transposition at subsidiaries 

This procedure has been drawn up by Banco Santander, S.A. as the parent company of Santander 
Group. It applies directly to the corporate centre and is also provided to the various companies that 
make up the Group as a reference document, in the sense that it provides a broad framework that can 
be applied locally. 

The Group companies are responsible for drawing up and having their governing bodies approve their 
own set of internal regulations broadly consistent with the Group regulations, subject to any changes 
that may be strictly necessary to ensure compatibility and compliance with local law and regulatory 
requirements and their supervisors’ expectations. 

This approval must first be validated by the corporate centre1. 

2 DESCRIPTION OF THE PROCESS FOR MANAGING COMMUNICATIONS THROUGH CANAL 
ABIERTO 

The use and operation process for Canal Abierto has the following phases: 

2.1 Sending and receiving of reports 

Reports may be submitted via Canal Abierto through any of the following channels, which are managed 
by an external service provider: 

• By calling 900-99-0011, with speed dial code 844-742-7329. 

 
1 Applies to those companies identified for validation purposes by the sponsor function based on the defined 
perimeter. 
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• By entering the EthicsPoint platform at the following URL: 
http://www.canalabierto.ethicspoint.com  

Or by sending a letter to Regulatory Compliance at the following postal address: 

 

Regulatory Compliance 

Edificio Amazonia, Planta Baja 

Avenida de Cantabria, s/n,  

28660 Boadilla del Monte 

Madrid, Spain 

 

The reporter may also ask to meet face-to-face with the designated managers of Canal Abierto. The 
meeting will be attended by two team members and will be held within seven days of the request 
received from the reporter.  

If the report is not sent anonymously, the identity of the reporter will never be revealed and action will 
be taken as needed to guarantee the confidentiality of the information disclosed and to protect the 
rights of the reporter. 

When the communication is made verbally, the reporter will be advised that their report will be 
recorded or transcribed, and will likewise be informed that their data will be processed in accordance 
with applicable law and regulations. Without prejudice to the rights conferred on reporters by 
applicable data protection law and regulations, the reporter will be offered the opportunity to review 
the transcript so that they may verify, rectify if necessary, and accept it by signing. 

In the event that a communication submitted via Canal Abierto is received by any person other than 
those designated to manage the channel, that person must respect the absolute confidentiality of the 
information received and forward the communication without delay to those responsible for Canal 
Abierto. 

Reports submitted via this channel must contain the following information so that the matter may be 
assigned to the right team for handling the investigation:  

• Identity of the reporter (when the report is submitted confidentially but not anonymously). 
First name(s), surname(s) and a contact address should be provided.  

• Identity of the person being reported (where applicable).  

• Brief description of the events being reported, indicating (if possible) the dates on which 
they took place.  

• Evidence/elements substantiating the irregular conduct being reported.  

Once the communication has been received, regardless of the channel used (face-to-face meeting, 
platform or telephone), it will be logged in Canal Abierto, assigned an ID code and recorded on the 
EthicsPoint platform securely and with access restricted to authorised persons only.  

http://www.canalabierto.ethicspoint.com/
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2.2 Acceptance for processing 

Regulatory Compliance will receive the communications and conduct a preliminary assessment in order 
to confirm they fall within the scope of Canal Abierto, as described in section 1.2 of the Canal Abierto 
Policy and section 1.2 of this procedure. It will also send an acknowledgement of receipt to the reporter 
within a maximum period of five calendar days. 

Once the preliminary analysis has been performed, the investigator shall, within a period not exceeding 
five business days from the date on which the matter was submitted to Canal Abierto, issue a decision 
on whether or not to accept the report for processing. This decision will be notified to the reporter 
within three days of making the decision, unless the communication was made anonymously or the 
reporter chose not to receive further communications regarding the complaint. 

Reports made via Canal Abierto relating to the following matters will not be accepted for processing: 

• Events or circumstances that do not concern any of the matters described in section 1.2 of 
the Canal Abierto Policy or 1.2 of this procedure, or reports based solely on opinions or 
subjective assessments unrelated to the purpose of this channel. 

• Communications that are clearly unfounded or not credible. 

• Communications that fail to provide any new information regarding previous reports. 

• Communications presenting reasonable suspicion that a criminal offence was committed 
in obtaining the related information. In this case, the report will be considered inadmissible 
and the matter will be referred to Legal Affairs so that it may send the Public Prosecutor’s 
Office a detailed account of the facts that are considered to constitute a crime, unless 
its analysis of the communication concludes that no such criminal conduct took place. 

If this occurs, the case will be shelved and the reasons for the decision reached will be logged in Canal 
Abierto.  

The decision to shelve the case will not preclude a subsequent investigation if further information is 
received in accordance with the provisions of the Canal Abierto Policy.  

If commercial grievances or claims are received from third parties, Regulatory Compliance will inform 
the reporter that this is not the right channel and that he/she may forward their communication to the 
competent function (customer service, the relevant purchasing function, or shareholder and investor 
relations). The contact persons at these units will be identified for these purposes. 

2.3 Investigator 

If the report is accepted for processing, Regulatory Compliance shall refer the matter to the competent 
investigating functions, which will be the following: 

• When the communication refers to breaches of legal obligations related to equal 
opportunities, respect for people, work-life balance, prevention of occupational risks or 
collective rights, the matter will be referred to Labour Relations, which shall 
then conduct an investigation and propose a decision and any further measures deemed 
appropriate, complying with the provisions of the Collective Bargaining Agreement or 
applicable regulations. 
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• When the communication refers to behaviours not aligned with the Group's corporate 
behaviours, it will be sent to Labour Relations, so that it may decide on whether to involve 
Human Resources in investigating, handling and issuing a decision on the matter.  

• Reports relating to money laundering or the financing of terrorism (ML/FT), sanctions, or 
bribery and corruption, will be referred to the Financial Crime Compliance (FCC) function, 
and where they relate to specific securities market regulations, they will be referred to 
Regulatory Compliance, which will be respectively responsible for conducting the 
investigation, with the support of Labour Relations to the extent that such communications 
concern employees. 

• Communications regarding matters that are not contemplated in the previous points will 
be managed by Regulatory Compliance, with the support of Labour Relations if 
the matter concerns employees.  

Depending on the circumstances, Legal Affairs and Security and Intelligence, among others, may 
provide any support deemed necessary when investigating the incident. In particular, if the 
communication or report concerns Labour Relations, Compliance or Financial Crime Compliance, the 
part of the investigation concerning that function will be handled instead by Legal Affairs. 

Depending on the circumstances, the assistance of an external advisor may be sought.  

If the events reported are particularly complex or serious, or affect more than one of the matters listed 
above, an investigation team may be set up, consisting of representatives of all or some of the functions 
mentioned in the preceding paragraphs and headed up by a coordinator from Regulatory Compliance. 
The coordinator will be in charge of overseeing the investigation and will be directly responsible for the 
investigators and will ensure the proper management and implementation of all actions to be carried 
out as part of the investigation. The involvement of a representative of Legal Affairs will be required 
whenever the investigation concerns a member of the board of directors of Banco Santander, S.A.2  

 

2.4 Investigation  

The investigation will include all action aimed at substantiating the circumstances of the report 
received and confirming whether they constitute any of the breaches provided for in section 1.2 of the 
Canal Abierto Policy or in section 1.2 of this procedure. 

a. Interview with the person under investigation 

Whenever possible, an interview will be held with the persons under investigation, in which they will 
hear about the report brought against them and will be asked to give their version of the events and to 
provide any evidence that they consider pertinent. This interview will always be carried out by two 
people from the function tasked with the investigation, except in cases involving minor breaches of 
corporate behaviours.  

In this interview, the persons under investigation will be given a brief explanation of the report brought 
against them, although without ever revealing the identity of the reporter or allowing them to access 
the report submitted. They will then be able to raise any arguments or claims they see fit to make, in 
accordance with the safeguards provided for in paragraph 2.7 of this procedure. 

 
2 Corporate centre and organisational unit of Santander Spain. 
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The interviews will be documented in writing, indicating the persons present, the matters discussed 
and the conclusions reached, which will be signed by both the person under investigation and the 
persons interviewing them, except in cases where they relate to minor breaches of corporate 
behaviour.  

b. Access to electronic devices 

If the need arises to gain access to the employee's electronic devices, this will be carried out in 
accordance with the internal cybersecurity policy for the protection of Santander, as well as the guide 
on digital rights in the workplace. 

The information contained in the electronic devices of the employees, where such devices are owned 
by the Bank, will be accessed while guaranteeing the right to privacy of the employee concerned, 
respecting legality, equality, proportionality and workers' privacy. Only information that is strictly 
necessary and relevant for the successful outcome of the investigation will be collected. 

2.5 Outcome of the investigation and action taken 

The internal investigations must be completed within 60 days, which may be extended for a further 30 
days only upon justifiable grounds if the case is particularly complex. In such case, the Person 
Responsible for Managing Canal Abierto will be informed.  

Once the investigation has been completed, Regulatory Compliance or, as the case may be, Labour 
Relations shall close the case by drawing up a report detailing the outcome and including the following 
minimum information:  

• A description of the facts reported in the communication received. 

• The action taken in order to substantiate such facts. 

• The conclusions reached during the investigation. 

A specific template will be used to ensure the systematisation and integrity of the reports.  

In any case, the report will focus on the evidence collected during the investigation and should 
avoid any findings or conclusions based on personal opinions.   

In order to ensure the confidentiality of the investigation, the report will be shared on a strictly “need 
to know” basis to those persons genuinely entitled to hear about the facts investigated or who have a 
role in making decisions regarding the outcome of the investigation.  

The report shall include, in line with the provisions of paragraph 2.2 of the Policy:  

• A proposal for a decision to shelve the report with no further action to be taken, due to a 
failure to substantiate the circumstances reported or failure to prove that the person under 
investigation was responsible. This proposal will be notified to the reporter or, where 
appropriate, to the person concerned. 

In this case, the reporter will be entitled to the protection provided for in the Canal Abierto 
Policy and in this procedure.  

• A proposal to assess the action to be taken, if the report is considered founded, in 
accordance with the provisions of the Canal Abierto Policy.  
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In view of the file, the Labour Relations function shall decide, in accordance with its 
disciplinary powers, and in compliance with the current labour regulations laid down in 
the collective bargaining agreement, on the corresponding measure to be implemented, 
or propose its adoption to the competent bodies in the case of more serious situations. 

Human Resources may also choose to take further non-disciplinary action, such as 
coaching, training, awareness-raising or any other measures considered appropriate.  

In exceptional and very serious cases, Human Resources may take the precaution of 
suspending the employment relationship, while never breaching the relevant time frames 
provided for in applicable labour law. 

The Person Responsible for Managing Canal Abierto will send the file to Legal Affairs when 
she believes that it could result in legal action, or be reported to the competent authority, 
entity or body for further handling, possibly including the Public Prosecutor’s Office, 
especially where the events could be indicative of a crime, or the European Public 
Prosecutor’s Office where the events could affect the financial interests of the European 
Union. 

In any case, Legal Affairs will immediately refer the case to the Public Prosecutor’s Office, without 
having to first finish the investigation, when the Person Responsible for Managing Canal Abierto, at the 
proposal of the investigation team, sends the file to the Public Prosecutor because they believe that 
there is reasonable evidence that a crime has been committed, unless the analysis concludes that no 
such criminal conduct took place. 

Once the investigation has been completed, and in view of the facts reported and the conclusions 
reached, the investigator reserves the right to modify the event classification proposed by the reporter 
so that it fits the definitions, in the event of any mistake made by the reporter in classifying the report. 

2.6 Reporting and escalation 

The outcome of the investigations will be recorded in the Canal Abierto register and Regulatory 
Compliance will report to the compliance committee, when deemed appropriate for the proper 
exercise of the functions vested in the committee. Cases related to money laundering and the financing 
of terrorism and/or sanctions are excluded, and will be governed instead by prevailing legislation and 
internal regulations on this matter, although statistical data on this type of communications may still 
be collected. 

Lastly, the reporter and the person under investigation will be informed of the outcome, provided that 
such communication does not compromise the confidentiality of the reporter, the result of the 
investigation, and, where appropriate, the action to be taken.  

If sending the information or communication to the person under investigation could reveal the identity 
of the reporter, all necessary steps must be taken to protect their anonymity. Should this prove 
impossible, the right to confidentiality of the reporter when reporting in good faith shall prevail over 
the right of the person under investigation to receive information on the case.  

Where the incident relates to accounting or auditing matters, in accordance with SOX regulations, and 
where the investigation concludes with a finding that a breach did take place, Regulatory Compliance 
will submit that finding to the audit committee, which will then decide on the action to be taken.  
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Regulatory Compliance will submit to the audit committee any incidents received in other Group 
geographies that relate to accounting or auditing practices or events that have previously been 
submitted to the local audit committee.  

Regulatory Compliance shall report regularly to the audit committee, within its remit, and to the board 
risk committee on the management of Canal Abierto and on any notable changes or developments. 

For the purposes of the procedure for applying malus and clawback clauses and the remuneration 
policy of Santander Group, Human Resources will be informed of any reports concerning members of 
the identified staff, on completion of the investigation and confirmation of the responsibility of the 
member concerned. 

2.7 Safeguards and rights of both the reporter and the person under investigation when handling the 
case 

The safeguards and rights of the parties involved are as provided for in sections 2.2 and 2.3 of the 

Canal Abierto Policy. 

2.8 Mechanisms for preventing conflicts of interest 

The following mechanisms have been put in place to prevent conflicts of interest from arising:  

• Reports are received through an external online and telephone platform that guarantees 
the integrity of the information received and keeps a record of all accesses to such 
information by the investigation team.  

• Reports are received by a single control function. Regulatory Compliance receives all 
communications through Canal Abierto and then relays them, or otherwise involves, the 
related area in accordance with the provisions of section 2.3.  

• Identification and profiling of those persons at Regulatory Compliance and Labour 
Relations who have access to the communications management platform. 

• There is a mechanism for identifying communications involving any person at Regulatory 
Compliance who has authority to handle and investigate communications received through 
Canal Abierto. Such communications are automatically forwarded to the Person 
Responsible for Managing Canal Abierto for investigation and management. 

• The investigation is entrusted to functions or profiles not affected by any conflict of interest 
due to the subject matter of the communication, when any of the functions involved in the 
process have reason to believe that another function may encounter a conflict of interest. 
In the event of any disagreement between functions, and if that disagreement cannot be 
resolved by the persons responsible for each function, the case will be entrusted to and 
resolved by a third function.  

2.9 Data protection when handling reports 

Only the following types of data may be collected when a report is received: 

• First name(s) and surname(s) of the persons involved in the communication and their job 
titles. 
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• Information about the reporter (first name(s) and surname(s), job title, telephone number 
and email address). 

• Details of the allegedly criminal or irregular conduct being reported.  

• Such supporting documents as may be needed in order to investigate the reported 
conduct.  

All personal data provided when submitting the report will be treated in accordance with applicable 
data protection regulations, for legitimate and specific purposes in relation to the investigation that 
may ultimately take place as a result of the report submitted. Such personal data may not be used for 
incompatible purposes and must be adequate, relevant and limited in relation to the permitted 
purposes. 

Once the incident has been substantiated, the absence of bad faith in reporting the incident confirmed, 
and measures put in place to ensure that the identity of the reporter is not revealed, the person who 
has been reported will be informed of the accusations brought against them, in compliance with Article 
11 of Organic Law 3/2018, of 5 of December, on the protection of personal data and digital rights. They 
will also be informed of their rights in accordance with data protection regulations. This will not 
apply where the communication relates to money laundering or the financing of terrorism and/or 
sanctions, which will be governed instead by Law 10/2010 of 28 April and its implementing regulations, 
on the prevention of money laundering and the financing of terrorism and specific law and regulations 
on sanctions. The person who has been reported will also be given an estimate of how long it will take 
to process their case. In any case, Santander Group, to ensure the confidentiality of the information 
received, assures the reporter that in general the person under investigation may exercise their rights 
only to the extent permitted in view of the circumstances and may only do so in respect of their own 
personal data subject to processing. Under no circumstances may the personal data of the reporter be 
disclosed when the person under investigation exercises such rights. 

If it is not possible to adopt measures to ensure the confidentiality of the reporter’s personal data in 
the event of communication to the person under investigation, the right of the reporter will prevail, in 
accordance with Article 31.2 of Law 2/2023, of 20 of February, on the protection of persons reporting 
regulatory breaches and efforts to combat corruption.  

If there is a risk that such notification could compromise the investigation, the investigation may be 
postponed until that risk no longer exists. In any event, the period for informing the person under 
investigation shall not exceed one month from the time the incident is registered in the system, unless 
the person under investigation has not been duly and/or sufficiently identified, or where the initial 
communication to the person under investigation could compromise the outcome of any resulting 
investigation, in which case the communication may be postponed until that risk no longer exists. Any 
such postponement may not exceed the term of sixty (60) calendar days from submission of the 
communication.  

The foregoing shall not apply to communications of conduct or events that fall outside the scope of 
Canal Abierto, or that are not substantiated, or to reports of suspected money laundering or the 
financing of terrorism and/or sanctions, which will be governed instead by current legislation and 
internal rules and regulations. 

The personal data included in the report may be disclosed not only to the company or companies to 
which the person under investigation and/or reporter belong, but also to supervisory bodies, courts 
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and other authorities as a result of any investigation that may be carried out. Therefore, it is possible 
that the reporter may be summoned to appear in court. 

Santander Group shall ensure that all necessary technical and organisational steps are taken to ensure 
the security of the data collected and protect them from any unauthorised disclosure or access. 
Specifically, Santander Group has taken steps to ensure the confidentiality of all data and will ensure 
that the data are not disclosed to the person under investigation during the investigation. The 
fundamental rights of the person will be respected in all cases, without prejudice to any action that the 
competent judicial authorities may see fit to take. 

Personal data relating to communications received and internal investigations will be retained only for 
as long as is necessary and in order to comply with applicable legislation. In no event may the data be 
retained for a period exceeding ten years. 

Regulatory Compliance anonymises the communications received via Canal Abierto, keeping personal 
data valid for three months from the closure of the communication on the EthicsPoint platform.  

The data subject may at any time exercise the rights of access, rectification, deletion, limitation of 
processing and opposition, as well as any other rights recognised by the applicable data protection 
regulations. To do so or to consult any matter relating to the processing of your personal data, you can 
send an email to privacidad@gruposantander.es or by post to C/ Juan Ignacio Luca de Tena, 11-13, 
28027 Madrid (A/A. Delegado de Protección de Datos/Oficina de Privacidad). 

3 RESOLUTION OF QUERIES AND TRAINING ON THE USE OF CANAL ABIERTO 

Regulatory Compliance will resolve any doubts or queries raised by employees regarding the use and 
operation of Canal Abierto. It will also work alongside Human Resources in designing and 
overseeing training and awareness plans related to the use and operation of Canal Abierto by 
employees. 

4 OWNERSHIP, INTERPRETATION, EFFECTIVE DATE AND REVIEW 

4.1 Ownership of the procedure 

Regulatory Compliance is responsible for drawing up this procedure. 

Approval of this document will be given by the executive committee of Banco Santander, S.A. 

4.2 Interpretation 

Regulatory Compliance is responsible for interpreting this procedure. 

In the event of any conflict between the Spanish and English versions, the Spanish version will always 
prevail. 

4.3 Validity and review of the policy 

This procedure will take effect on the date it is published. Its content will be reviewed regularly and any 
pertinent changes or amendments will be made. 

 

mailto:privacidad@gruposantander.es
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5 VERSION CONTROL 

 

 

 

 

 

 

 

 

ID Commentary 

3EC186-1 First version of the procedure for the use and operation of Canal Abierto. 

3EC186-2 Procedure updated to include mechanisms for avoiding conflicts of interest during the investigation. 

3EC186-3 
Procedure updated in accordance with the Canal Abierto Policy approved in November 2020, in order to 
avoid duplication between the two documents. 

3EC186-4 Updated in accordance with Law 2/2023, of 20 February, on the protection of reporters. 

 

  

ID 
Approved by 

Committee Date 

3EC186-1 Regulatory compliance committee 22 April 2019 

3EC186-2 Corporate compliance committee 22 May 2020 

3EC186-3 Corporate compliance committee 21 January 2021 

3EC186-4 Board Executive Committte 5 June 2023 
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APPENDIX I: LIST OF COMPANIES SUBJECT TO CANAL ABIERTO (INTERNAL REPORTING SYSTEM)  

 

Santander Global Technology and Operations, S.L. 

Santander Global Services, S.L. 

Santander Back-Offices Globales Mayoristas, S.A. 

Universia Holding, S.L. 

Universia Foundation 

Santander Global Sport, S.A. 

Servicio de Alarmas Controladas por Ordenador, S.A. 

Ibérica de Compras Corporativas, S.L. 

Gesban Servicios Administrativos Globales, S.L. 

Cantabria Capital 

Banco Santander Foundation 

Deva Capital Advisory Company, S.L. 

Deva Capital Holding Company, S.L. 

Deva Capital Investment Company, S.L. 

Deva Capital Management Company, S.L. 

Deva Capital Servicer Company, S.L. Unipersonal 

SAM Investment Holdings, S.L. 

Santander Private Real Estate Advisory, S.A. 

Lynx Financial Crime Tech, S.A. Unipersonal 

Gravity Cloud Technology S.L. 

Aevis Europa, S.L. 

Altamira Santander Real Estate, S.A. 

Diglo Services Company 2021, S.L.U. 

Diners Club Spain, S.A. 

Landcompany 2020, S.L. 

Master Red Europa, S.L. 

Retail Company 2021, S.L.U. 

Santander Customer Voice, S.A. 

Santander de Titulización, S.G.F.T., S.A. 

Santander España Servicios Legales y de Cumplimiento, S.L. 

Santander Facility Management España, S.L. 

Santander Factoring y Confirming, S.A., E.F.C. 

Santander Intermediación Correduría de Seguros, S.A. 

Santander Mediación Operador de Banca-Seguros Vinculado, S.A. 

Santander Private Banking Gestión, S.A., S.G.I.I.C. 
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Santander Seguros y Reaseguros, Compañía Aseguradora, S.A. 

Sociedad Integral de Valoraciones Automatizadas, S.A. (SIVASA) 

The Best Specialty Coffee, S.L.U. 

Universia España Red de Universidades, S.A. 

 


